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1. Overview

1.1. What is Slack and Virtual Agent App?

Slack is an application to communicate with your team members. Using Slack for incident creation
and management will become easier if you add the ServiceOps Virtual Agent as an app within Slack.
Once added, you can generate or review requests from Slack without signing-in to the Support Portal

or accessing the virtual chat agent from the portal.

You can integrate a custom-built Slack app that connects your ServiceOps Portal, enabling the

Virtual Agent to send responses to the requester over the Slack application.

This functionality is applicable from version 7.7 and above.

1.2. Prerequisites

e ServiceOps hosted on a live URL
e  SSL Certificate enabled
e Requester created in the ServiceOps portal

¢ Slack account created with the same requester email ID as created in the above point.

2. Creating and Configuring Slack App

To create a Slack application, follow the below steps:

Step 1: Create a Slack account.

Step 2: Create a Workspace to be associated with your account.
Once created, you will get redirected to the Slack API page.

Step 3: Create an App, and the following pop-up will appear.
Select the option “From an app manifest”.

Create an app

Choose how you'd like to configure your app's scopes and settings.

From scratch
Use our configuration Ul to manually add basic info, scopes,
settings, & features to your app.

From an app manifest ee1a
Use a manifest file to add your app’s basic info, scopes,
settings & features to your app.

Need help? Check our documentation, or see an example

Fig 1: Select the option “From an app manifest”
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Step 4: Select a workspace and click Next.

Pick a workspace to develop your app

Pick a workspace to develop your app in:

& ) Motadata v |

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it.

Sign into a different workspace

Step10of 3 Cancel @

Fig 2: Select Workspace

Step 5: Use the below sample YAML code and replace all the highlighted URLs with the ServiceOps
URL. Once done, copy the entire code.
display_information:
name: ServiceOps
features:
bot_user:
display_name: ServiceOps
always_online: true
slash_commands:
- command: [create_itsm_ticket_command
url: https://sso.motadataserviceops.com/api/public/slack/events/command
description: create tickets
usage_hint: write subject
should_escape: false
oauth_config:
redirect_urls:
- https://sso.motadataserviceops.com/api/public/slack/install
scopes:
bot:
- app_mentions:read
- channels:history
- chatwrite
- commands
- groups:history
- im:history
- mpim:history
- team:read
- users.profilerread
settings:
event_subscriptions:
request_url: https://sso.motadataserviceops.com/api/public/slack/readMessage
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bot_events:
- message.im
- message.mpim
interactivity:
is_enabled: true
request_url: https://sso.motadataserviceops.com/api/public/slack/events
org_deploy_enabled: false
socket_mode_enabled: false
token_rotation_enabled: false

Step 6: In the “Enter app manifest below” section, replace the default YAML code with the above
modified and copied code (step 6), and click Next.

Enter app manifest below X

This is your app's manifest containing basic info, scopes, settings, and
features. For help on how this works, you can check out our
documentation or check out a few examples.

YAML JSON

_metadata:
major_version: 1
minor_version: 1
display_information:
name: ServiceOps
features:
bot_user:
display_name: ServiceOps
always_online: true
slash_commands:
command: /create_itsm_ticket_command
url:
https:// 3/api/public/slack/events/
T

Step 2 of 3 Back -

Fig 3: Copying and pasting the YAML code

Step 7: Click Create.

Review summary & create your app
ServiceOps
OAuth Features Settings

Bot Scopes (9)

app_mentions:read, channels:history, chat:write, commands,
groups:history, im:history, mpim:history, team:read, users.profile:read

Redirect URLS (1)
https:/ /api/public/slack/install

Step 30of 3 Back

Fig 4: Create App
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Step 8: Select the created app and navigate to Features > App Home > Show Tabs > Messages Tab

section.

Enable the option “Allow users to send Slash commands and messages from the messages tab”, as

shown below.

.-;ln slack Op| Q Search Documentation ~ Tutorials  Your Apps
App Home
Settings

Basic Information
Collaborators.
Socket Mode

Install App

Manage Distribution

Features

| T

Org Level Apps
Incoming Webhooks
Interactivity & Shortcuts
Slash Commands
‘Workflow Steps

OAuth & Permissions
Event Subscriptions
User ID Translation

App Manifest new

Beta Features

Submit to App
Directory

Review & Submit

Give feedback

Slack »
Help
Contact
Palicies
Qur Blog

Where people find your app on Slack

Your app’s home includes three tabs (Home, - Mesage About

Messages and About) that help people have richer
interactions with your app and better understand
its functionality.

Learn more

Your App's Presence in Slack

Your app display name and presence is how your users will see your app in Slack.

App Display Name Edit

Display Name (Bot Name): ServiceOps

Default Name: serviceops

Always Show My Bot as Online
Bot Token Added

A bot token in your app lets users at-mention it, add it to channels and conversations,
and allows you to turn on tabs in your app’s home. It makes it possible for users to
interact with your app in Slack. You can adjust your Bot Token's permissions in OAuth &
Permissions.

Show Tabs

Turn on the Home tab and/or Message tab to display in your app home.

Home Tab o

Block Kit components you add to this tab let people easily interact with this app.

Helpful links
* App Home documentation
* How to use Block Kit
¢ Block Kit Builder tool

Messages Tab

Direct messages your app sends will show in this tab.

Allow users to send Slash commands and messages from the messages tab |

About Tab

Helpful info about what this app does will show in this tab. You can edit this info in the
app's basic information section.

Fig 5: Enable the option
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Step 9: Navigate to Settings > Manage Distribution.
e Select the "Remove Hard Coded Information” section and enable the option “I've reviewed and

removed any hard-coded information”.
e Activate the application using the “Activate Public Distribution” button.

.-;" slack Op' Q Search Documentation  Tutorials ~ Your Apps

¥ ServiceOps v Manage Distribution

Settings

Basic Information Share Your App with Your Workspace
Collaborators You can use the URL and the Add to Slack button below ta share your app with the Motadata
Socket Mode workspace. Activate distribution (below) to share your app with any workspace.

Install Your App 1 Embeddable Slack Button

Manage Di s
4 Add to Slack
Features
<
App Home c Copy
Cigleiagis Sharable URL
Incoming Webhooks
t Copy
Interactivity & Shortcuts
Slash Commands App Suggestions HTML
Workflow Steps Add this tag to suggest your app to new users when links from your domain are mentioned in

Slack. Learn more.
OAuth & Permissions

C
Event Subscriptions opy
User ID Translation
App Manifest New

Share Your App with Other Workspaces

Public Distribution

Beta Features

Submit to App ) . .

Directory Activate this distribution option to allow all workspaces to install your app, and to view the steps
to submit your app to the Slack App Directory.

Review & Submit

Before activating distribution, please complete the steps listed below.

Give feedback

Enable Features & Functionality (-
Slack »
Help Add OAuth Redirect URLs o
Contact
Policies Remove Hard Coded Information Q-
Our Blog

Before activating public distribution, please remove any hard-coded information from your
app, such as OAuth tokens and webhook URLs. Going forward, you should authorize your app
for use on your workspace with QAuth, just like anybody installing your app on their own
workspace would do.

I've reviewed and removed any hard-coded information.

Use HTTPS For Your Features [

Activate Public Distribution

Fig 6: Manage Distribution Page
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Step 10: Sign-in to the ServiceOps Portal and configure the Slack App settings.
« Navigate to Admin > Support Channel > Virtual Agent > Slack App Config page.

= motadata e © © 0}
Virtual Agent [ Admin Support Channel Vw!uuiAgen!l
=
ServiceOps
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&

&

©
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sk slack Cancel
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Fig 7: Slack App Config Page

e Enable the Slack functionality to allow requesters to chat via the Slack application.
e Domain Name: Provide the domain name on which the user will use the application. The domain

name can be found under the Workspace name from the Slack account as shown below.

(©  Search Motadata

# project v n; 2

Motadata v @

Motadata
|motadata-hq.slack.com |

1a bookmark

= Geta 60% discounton a
Your workspace is currently on the free
version of Slack. ir a limited time, teams in India ca

ct meoccagne and filae add cliect

Fig 8: Domain Name
e Client ID: Provide the Slack client ID.
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¢ Client Secret: Provide the secret ID of the Slack client. You can get these details from the Slack API

page, as shown below.

ﬁl- sluck Op| Q Search Documentation  Tutorials ~ Your Apps

W ServiceOps v Basic Information

Settings

Building Apps for Slack
Collaborators
Socket Mode
Install App

Create an app that's just for your workspace (or build one that can be used by any
workspace) by following the steps below.

Manage Distribution

Features Add features and functionality @
App Home

Org Level Apps Install your app @ »
Incoming Webhooks
;T::;a;::::n:rmm Manage distribution ©
Workflow Steps

OAuth & Permissions

Event Subscriptions

User ID Translation

App Credentials

App Manifest New

Beta Features These credentials allow your app to access the Slack APL. They are secret. Please don't

share your app credentials with anyone, include them in public code repaositories, or
Submit to App store them in insecure ways.

Directory

App ID Date of App Creation
Review & Submit

| February 14, 2022

Visit App Directory &

Client ID
Give feedback |
Client Secret
Slack »
Help | Show | Regenerate
Contact . .
o You'll need to send this secret along with your client ID when making your oauth.v2.access
Policies request.
Our Blog

Signing Secret

sssscssens Show | Regenerate

Slack signs the requests we send you using this secret. Confirm that each request comes from
Slack by verifying its unique signature.

Verification Token
Regenerate

This deprecated Verification Token can still be used to verify that requests come from Slack, but
we strongly recommend using the above, more secure, signing secret instead.

Fig ©: Client ID and Client Secret parameters
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e Sharable URL: This is the shareable URL received from the Slack client. You can get this from the
Slack API page, as shown below. Once configured, the Virtual Agent can send responses to the

Slack application.

:i'. slack Opl Q Search Documentation  Tutorials ~ Your Apps

¥ ServiceOps v Manage Distribution

Settings
Basic Information Share Your App with Any Workspace

Collaborators Use the URL and Add to Slack button below to share your app with any Slack workspace. Learn

Socket Mode more about sharing your app using these tools.
Install Your App Embeddable Slack Button
Manage Distribution -
%" Add to Slack
Features
App Home S
Org Level Apps Sharable URL
Incoming Webhooks
st Copy
Interactivity & Shortcuts
Slash Commands App Suggestions HTML
Workflow Steps Add this tag to suggest your app to new users when links from your domain are mentioned in

Slack. Learn more.

OALth & Permission

Fig 10: Sharable URL

Step 1: Click Update, and a confirmation message will appear.
Step 12: Click Slack and the below page will appear.
Click Allow, and a confirmation message “Success! Successfully installed Slack App” will appear.

Si" slack ) Motadata v

This app was created by a member of your workspace, Motadata.

What will ServiceOps be able to view?

Content and info about channels & conversations 4

88  Content and info about your workspace L2

What will ServiceOps be able to do?
Perform actions in channels & conversations 4

oo it
oo Perform actions in your workspace »

Cancel

Fig TI: Allow ServiceOps to communicate with Slack
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Step 13: Open the Slack application. You will find the ServiceOps App in the Apps section, as shown

below.

Motadata v ¥ ServiceOps v

Messages About

<& Slack Connect

You can select option or type question v
: Browse Slack Tuesday, February 15th v

ServiceOps APP 2:54 PM
Please Enter short Description

# general n rosy.cordeiro 2:54 P

v Channels

ServiceOps APP 2:54 Pm
Request Created INC-160

Subject
Status Open

n rosy.cordeiro 3.01 PM
Hello

ServiceOps APP 3:01 PM
Hello Rosy Cordeiro

You can select option or type question lOpen Requesi] v
Create Request
v Open Request

Pending Approval

- o Ermm -

Fig 12: ServiceOps Virtual Agent in Slack

Now, you can chat with the ServiceOps Virtual Agent.
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